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Additional Security Measures with Fidelity

Loginto Fidelity.com.

In the upper left, click “Profile.”

Scroll down to the “Security” section. Click “Security Center.”
Follow the instructions for additional security measures.
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Alpha-numeric User IDs and Passwords

You can create a unique alpha-numeric User ID for yourself in place of your social security number (SSN) for when you
log into Fidelity.com. Follow the screenshots below:

1. Go to the Security Overview on your Fidelity Portal and click on “Boost Your Login Protection.”
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< Security Overview

Qur security measures

HOW WE PROTECTYOU

Customer Protection e employ the most sophisticated technologies and best practices available to make sure your

Guaranies sensitive information and accounts are well prolected online, aver the phone, and in person

Our Security

Measures

Fidelity MyVoice Protecting your digital interactions

o Strong username and password requirements b
ML e te] & prompl you to ereate a unique usernarme and password when you first access your account. Learn more about =

Extra Login Security Indating your passworel

Third-party
Applications

Extra login security using 2-factor authentication (2FA}

To keep your accounts safer, we offer 2FA as an extra layer of security that can be added to your account to restrict
someane from logging in—even if they have access 1o yeur username and password. Find out more about 2FA and
honw it works

YOURSELF

Secure email
Send our assoviates secure, encrypled messages about your accounts once you're logged in to Fidelity.com. Send us 2
secure message

Boost Your Login
Protection

Look Out for

ot aver send i formaion regarding vout accourts unless s rouih his secure chan el and e i naver s for confidantal ata ke arcour: nurmbrs
Create a Strong U s, O passmoIds a e al
wrord
) Security alert texts
Browsa With We've enabled email, text-andaal i i inform you in real time about events that

vigilance

2) Click on “Create a unique username.”
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i Security Overview

Boost Your Login Protection

HOW WE PROTECT YOU
Custorner Protection Enbancing the security of your login experience can help prevent someone from gaining,
Gurantee unauthorized access 1o your account. Fellow these tips 1o increase your protection

Qur Security

Messures

Fidelity MyVaice Add tough security quest

2-Factor

Although we prompt you to set at least ane security question, you can boost yeur login pratection by selecting up to
three additional questions. We may prompt you with one of these security questions when you lag in from a different
computer of mobile device, and when you change yeur password.

Authentication
Extra Login Security
Third-party —

Applications Make your answers easy enough for you to remember, but hard for anyone else Lo guess. Answers are nol case .
sensitive, 50 don't worry about capitalization. Your answers can be as long as 31 characters.

CSS:,;EJ;“‘E“ Don't share security questions with anyone. g N SElect new security qUestions of Change yaur answers anytime in -
Security Center.

Boost Your Login

(Ar=EEET) Create a unigue username

Look Out for

If you still use your Social Security number (SSN)
Security Center. Your SN is a highly sensitive pi
sk of someene clse gaining access to it

your customer ID, please convert it 1o 2 unique username in
of information, and using your SN as your username can increase

Suspicious Emails

Create a Strong

Passward

Browse With .

Wigilance Add your mobile number te your profile

Manitor Your We are adding an extra verification step called 2-factor authentication. In the event of highly sensitive transactions, a 6-
R digit numerical code is sent to you o verify your identity. The primary way of receiving this security code is via a text
Take Precautions at message to your mobile phone.

Home

If you own a mobile phane, make sure you've added the number to your profile.
Protect Vour Loved ¥ P Foure

Ones Fram Finan:
Exploitation

If yau cion't v a mobile phone, you can have an automated phone call deliver the security code to an alternate
phone number on yaur pre




3) Click on update username (or update password).
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Security Center

Wa're updating our security pratocals fmmru-mrMmsmm apps. Learn more. ‘

Money transfer lockdown ‘ 2

Place your accounts inta secure lockdamwn made, blocking
2 ability to electronizally move maney out of your
Passward o agunts.

Username

Leaighhore aboul maney tiansfer lockdown

Extra login security

Security text alerts
2-Factor Authentication at Login Enabic

Get a security code via text
automated zall, for an extra layer of proteetion
atlogin. Leam mare abaut this featura

sage

Ve will use your mobile number to send you securty text
cortain transacions or updates are made Lo
.

Symantec VIP Access at Lagin: ON Mobile Number 201-887-5667

Symantec Yalidation and |D Pratectian (VIP] Update
Access provides two- [l

4) Change your username and/or password using the tips included.

e Th Sep 7

m < A i fpsficelity.com [N

1vided i€ propram b BostonCalle. @) SecuriyCen. B Swpltrea. @ Thelomio. @ 3-Thelm. @ thebsti

Change Your Username

Create Your New Username

Enter Ko Ussrmame

Check Avesaniity

Enter Your Password

Entas Current Passmord

Voice recognition for your accounts

Retail offers something called “Fidelity My Voice.” You can call Retail and have the system record the sound of your
voice so that Fidelity will know it is you just by the sound of your voice when you call in. | recommend doing this even if
you have no intention of ever calling Retail as it will be easy for the system to identify a fraudster should one try and call
in. The Retail phone number is 800-544-6666.

2-factor authentication for your accounts

1) Click “Enable” next to “2-Factor Authentication at Login.” If you do not have a mobile number linked to your account,
you will be prompted to add one.

Modera Wealth Management
moderawealth.com
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4 Security Overview

Take Precautions at Home

HOW WE PROTECT YOU

Custamer Protection

s your home PC and mobile devices—and the accounts you access on them—better
Guarantee

protected from malicious attacks by implerrenting the 1ps and suggestions below.
Qur Security
Measures

Safeguard your cell phone or tablet

2-Factor
Authentication Do you knaw how to tel if your phone has been hacked? If it stops receiving a signal and says "emergency calls only”
or "no network” even after a restart, contact your telecom provider to see if your account has been compromised

12 Login Seey
Alss, ask them about ways to belter seeure your aceount like verifying your identity with a PIN.

Thirdpan

Applications Using 2 PIN or lack function is the simplest and most important thing you can do to improve security en your phone ar
tablet—especially if t's lost or stolen. Seme devices also use biometrics, ke facial recognition of a fingerprint, If you

P e pTECT have these security enhancements, use them

YouRsELF
Download mabile apps with caution. Befare you downlaad, check ta see if anything suspicious has been reparted, and

ECost Your Login carefully consider what information apps can access on your phane or tablel,

Protection

Look Out for Finally, enable teo-factor suthentication [2FA) to verlly your identity when logging in to your mobile carrier account.
Suspicious Emails

Create a Strong

Password

Browse With Use 2FA when accessing your email, too. Most email providers offer 2FA as an option at login, and while it does add

Vigilance an extrastep, it makes it much harder for hackers ta access your messages.

Manitor Your ) )

P Lok out for suspicious emails. Don't apen links or attachments ta emails oL re not expecting, even if they look
legitimate.

Tabo Bracaitinne ot

2) Select “Enable.”

a. If you already have the Fidelity app on your phone, you will receive a push notification on your phone via the app when
you log into Fidelity.com. You will need to approve this notification to log in.

b. If you do not have the app on your phone, you will receive a text message with a 6-digit code. You will need to enter
that code on Fidelity.com to finish logging in.
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¢ Back

Security Center

We're updating our security protocols for third-party websites and apps. Learm more,

Login information FAQs Money/transfer lockdown
Username Update Plpe your accounts inta secure lockdown mode, blocking
& ability to electronically move money out of your

Password Update accounts

Learn more about money transfer lockdown

Extra login security
Security text alerts
2-Factor Authentication at Login

Get a security code via text message or
automated call, for an extra layer of protectian
at login. Learn mare about this feature

e will use your mobile number to send you security text
alerts when certain transactions or updates are made to
your account.,

Symantec VIP Access at Login: ON Mobile Number 201-887-5967
Symantec Validation and 1D Pratection {VIP) Update

Access provides two-factor autt i

[ Disable

2-factor authentication for your accounts using the Symantec VIP Access app

Click on the device where you would like to add the app. Once the app is installed, you will need to call 800-544-666
to activate it. Note:

Modera Wealth Management
moderawealth.com
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& Security Overview

2-factor authentication by VIP Access ¢, (I

HOW WE PROTECT YOU

Customer Pretection Get an extra leyer of login prolection from our parners al Symante:
Guarantee

T Security Through our partnership with Symantec, Fidelity offers you free use of Symantec's Validation and 1D Pratection (VIF)
Access app, which generates a randomized &-digit code on your Mae, D, or mobile phane each e you attemptto
log in. To complete your lagin, you'll then be prompted ta enter the géde from your VIP app, whichis valid for 30
2.Factor seconds,
Authentication

Fidelity MyWoice

Note: If you use a financial aggregator such as Quicken” topfew your accounts, enabling VIP Access may prevent the

Extra Login Security
aggregator from updating your aceeunt information

Third-party
Applications

How it warks

HOW TG PROTE
YOURSELF

Boost Your Lagin The VIP Accass token app can be in: B on one device anly, so we recommend installing it on a device you access
Frotection frequently, such as your mobile pbA

cH Q

Step 1: Download the gpp for Step 2: Callus
- iPhones’, iPods, iPads® & Once you've instalied the application, please callus at
800-544-6666 to activate it

Leok Out for
Suspicious Emails

Create a Stiong

a Password
Monitor Your

Accounts

« Android!M phones or tablets

Take Precautions at
Home

« Macar PCE

Protect Your Loved
Ones From Financial
Exploitation

See which adJeTTearity option is best for you—2FA by text or call or 2FA by VIP Access—and how to start today.

The app will look like this:
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Regarding alerts

As long as you have a mobile number linked to your account, Fidelity will send you text alerts when “certain transactions
or updates are made to your account.”

Additional Steps

After following the first 3 steps above, you can also click the link “Learn more about money transfer lockdown” if you
would like to completely block the ability to electronically move money out of their account(s). You can also go to the
Security Center on your Fidelity Portal where you can report any security issues or suspicious activity, etc.
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